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NetWitness® Platform delivers the most complete toolset for threat detection, investigation, response,
and forensics. Featuring unmatched visibility, deep analytics, and robust response actions, NetWitness
supports the requirements of the most security-conscious organizations around the globe.

Use Case Customer Issues How Does NetWitness Address Issues?
Threat Detection Detecting attacks and e Obtain visibility into an organization’s IT infrastructure, across
and Response exploits that evade cloud, on-premises, and hybrid architectures

perimeter defenses e Apply advanced analytics and threat intelligence to identify

indicators of compromise (loCs) that warrant investigation
e Provide advanced tooling to analyze and investigate anomalies,
and remediate them

Incident Reveal the full scope of an e Correlate events that comprise an attack, wherever they happen
Forensics attack across an organization’s IT infrastructure

¢ “Replay” the attack through network packets to understand the
process used by the attackers

e Create areport for Board and Regulatory staffs to document the
attack and prevent future ones

User Entity Detecting anomalous or e Create a baseline for “normal” activity by people and IT systems
and Behavior risky behaviors e Flag behaviors that deviate from the normal ones and adjust
Analytics baseline as normal behaviors evolve

(UEBA) e Create reports for compliance and documentation

Visibility
NetWitness Platform delivers unrivaled visibility into your organization’s
Visibility data by collecting and analyzing logs, packets, endpoint, NetFlow, and
Network | Logs 1oT/OT data across all computing platforms, including physical, virtual,
Endpoint | SASE Insight .
cloud, and hybrid deployments.
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NetWitness applies advanced analytics and threat intelligence to detect
Action

‘ and correlate attacks so you can stop them before they damage your
Orchestration &

operations and reputation.

Action
Automation | TIP NetWitness makes detections actionable with tools that block processes,
isolate infected applications and endpoints, and re-image hardware.
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360° of Cybersecurity

FirstWatch Threat Research & Intelligence

NetWitness FirstWatch is a premier Threat Research and Intelligence Organization committed to providing high-quality,
customized intelligence work products. This global team diligently addresses the unique security needs of NetWitness
customers, offering insights into a broad spectrum of adversarial activities, including Nation-State and Nation-State Proxy
actors, sophisticated Cybercriminal/eCrime groups, and agenda or philosophically-driven entities. A vigilant eye on unclassified
and emerging threat actors ensures that NetWitness intelligence leads in the delivery effective cybersecurity.

Incident Response

The NetWitness Incident Response Team is a group of seasoned cybersecurity professionals who provide on-demand services
to help organizations deal with cyberattacks. The team has extensive experience in handling complex and sophisticated
incidents across various industries and regions. They use the NetWitness Platform and other technologies to help clients
quickly identify, analyze, and contain threats. The NetWitness IR Team offers Planning, Retainer, and Response services as well
as proactive engagements for helping organizations identify cyber threats.

Professional Services

NetWitness Professional Services (NWPS) provides a premium enablement service that helps optimize your strategic security
program. With decades of experience in delivering high-quality security solutions, NWPS can help you expedite the
operationalization of your NetWitness platform, applying deep technical knowledge and expertise in high performance
computing, complex networking, and mass endpoint deployment. Whether you require assistance with content development,
integration, training or even exercises like capture the flag using the NetWitness platform, NWPS accelerates the time to
maximum performance and efficiency of your security solutions.

About NetWitness

NetWitness provides comprehensive and highly scalable threat detection and response capabilities for organizations around
the world. The NetWitness Platform delivers complete visibility combined with applied threat intelligence and user behavior
analytics to detect, prioritize, investigate threats, and automate response. This empowers security analysts to be more efficient

@ Ready to learn more? Visit www.netwitness.com
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